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Conventions used in this document
• Lists:

• Numbered lists are used to show the steps involved in completing a task when the
order is important.

• Bulleted lists are used when the order is unimportant or to show alternatives.

• Bold is used for menu items and for labels.

For example:

• Record a valid email address in ‘From’ email address.

• Select Save from the File menu.

• Italic is used for emphasis:

For example:

• Copy the file before starting the installation.

• Do not remove the files before you have backed them up.

• Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."
Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

• A fixed width font is used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

• Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

• Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction
This manual describes how to set up MyID® to integrate with Windows Hello for Business.

Windows Hello for Business is a two-factor credential that provides a more secure alternative
to passwords. Cryptographic keys are stored on your Windows PC; Windows Hello for
Business allows you to access these keys through your configured authentication methods
(PIN, facial biometrics, fingerprints, and so on) and thereby authenticate securely to your
systems.

Note:MyID does not provide any configuration or management of the Windows Hello
authentication methods – this is part of your Windows configuration. See your Microsoft
documentation for details.

MyID allows you to set up Windows Hello credentials; you can specify which certificates you
want to issue to the PC, request Windows Hello credentials for a specified user, and then
collect the Windows Hello credentials onto a Windows PC using the MyID Self-Service App.

Once you have issuedWindows Hello credentials to a PC, you can manage the lifecycle of
the issued credentials; you can update the credentials, reprovision them entirely, or erase the
certificates.

MyID can issue certificates to a new or existing Windows Hello credential; for an existing
Windows Hello credential, MyID adds its certificates to those already present. MyID then
manages its own certificates; it does not manage certificates added to Windows Hello by any
other system.

You can also configure MyID to allow you to log on to your MyID system using your Windows
Hello credentials as a logon mechanism.

Note: If you have configured Windows Hello to use the "Certificate Trust Model", MyID will
not manage the primary authentication certificate used by Windows Hello. This is because
Microsoft manages this certificate as part of the Windows Hello for Business infrastructure,
and it is not currently possible for third-party systems such as MyID to take over this
management. MyID can provide additional authentication, signing, and encryption
certificates to Windows Hello; this allows you to use your own PKI and business processes
for these certificates.
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2 Prerequisites
Your system must be set up for Windows Hello for Business. MyID can manage the issuance
of certificates to Windows Hello for Business credentials, but does not manage your Windows
Hello for Business infrastructure.

Consult your Microsoft documentation for details of setting up Windows Hello for Business.
The Microsoft docs website has a detailed guide:

• Docs / Windows Security / Identity and access protection / Windows Hello for Business

2.1 Client operating system
MyID's integration with Windows Hello for Business requires Windows 10 April 2018 Update
(build 1803) or greater.

Note: To collect, update, or erase certificates to a Windows Hello for Business credential,
you must be logged on to the PC directly – you cannot carry out these operations over a
remote desktop connection.

2.2 MyID software
You must have the MyID Self-Service App installed on the client PC. This allows you to
collect or update the Windows Hello credential.

If you want to be able to erase or reprovision a Windows Hello credential, you must also have
MyID Desktop installed on the client PC.

2.3 Controlling Windows Hello enrollment
When the Microsoft group policy "Use Windows Hello for Business" is enabled, an additional
option is available: "Do not start Windows Hello provisioning after sign-in". When this option
has been selected, automatic enrollment when users log in to Windows is prevented. This
allows MyID to start enrollment after appropriate processes have taken place, such as a self-
service enrollment for derived credentials, or a request being created by a MyID operator.

2.4 Certificate policies
You must make sure that the certificate policies you select are suitable for Windows Hello.

• Support for ECC certificates with Windows Hello

Windows may prevent certain certificates policies from being used; for example,
certificates with Elliptic Curve keys. Limitations may be dependent on the hardware
configuration of the computer in use. Before deploying to production environments, you
must validate the compatibility of the required certificate policies with Windows Hello.
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2.5 Hardware keystores
Windows Hello may not use a TPM in some circumstances, depending on the capability of
the computer and group policy configuration.

Wherever possible, Windows Hello for Business takes advantage of trusted platform module
(TPM) 2.0 hardware to generate and protect keys. However, Windows Hello for Business
does not require a TPM. Administrators can choose to allow key operations in software.

MyID treats Windows Hello as a hardware key store – this means that certificate policies that
are configured in MyID to issue or recover to hardware will permit recovery to Windows Hello
whether or not it is using a TPM. You must ensure that your Windows Hello configuration is
appropriate to meet the key protection requirements of your certificate policies.
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3 Configuring MyID for Windows Hello
To configure MyID for Windows Hello, you must set up the following:

• Set the Windows Hello configuration option.

See section 3.1, Setting the Windows Hello configuration options.

• Create a Windows Hello credential profile.

See section 3.2, Creating the Windows Hello credential profile.

• Optionally, set up Windows Hello as a logon mechanism for authenticating to MyID.

See section 3.3, Setting up Windows Hello for logon.

3.1 Setting the Windows Hello configuration options
TheWindows Hello for Business supported within MyID configuration option determines
whether you can create or edit credential profiles for Windows Hello.

To allow MyID to issue Windows Hello:

1. From the Configuration category, selectOperation Settings.

2. On the Devices tab, set the following:

• Windows Hello for Business supported within MyID – ensure this option is set to
Yes.

3. Click Save changes.

3.2 Creating the Windows Hello credential profile
Important: TheWindows Hello option in the credential profile appears only when you have
set theWindows Hello for Business supported within MyID configuration option. See
section 3.1, Setting the Windows Hello configuration options for details.

To set up a credential profile for Windows Hello:

1. From the Configuration category, select Credential Profiles.

2. Click New.

3. Type a Name and Description.
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4. In the Card Encoding section, selectWindows Hello.

Note: You can also select the Derived Credential option if you want to issue certificates
to Windows Hello as a derived credential through the Derived Credentials Self-Service
Portal. For more information, see the Creating a Windows Hello credential profile section
in the Derived Credentials Self-Service Request Portal guide.

5. In the Services section, selectMyID Logon andMyID Encryption.

6. In theMail Documents section, set up any mailing documents you may want to issue.
See theMail Documents section in the Administration Guide for details.

7. Click Next.

8. On the Select Certificates screen, select the certificates you want to issue to the
Windows Hello credential.

Note: You must use a certificate for Signing and Encryption; you cannot use MyID keys
for signing and encryption operations on Windows Hello credentials.

For more information on this screen, see the Selecting certificates section in the
Administration Guide.
See also section 2.4, Certificate policies.

9. Click Next and proceed to the Select Roles screen.
See the Linking credential profiles to roles section in the Administration Guide for
details.

10. Click Next and complete the workflow.
You do not need to specify any card layouts.

Derived Credentials Self-Service Request Portal.pdf
Administration Guide.pdf
Administration Guide.pdf
Administration Guide.pdf
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3.2.1 Additional identities
In the credential profile, you can configure additional identities; certificates for any additional
identities that have been set up for the end user are written to the Windows Hello credential at
issuance.

This allows a user to have certificates for a different associated identity protected by their
primary Windows Hello credentials; for example, you do not need to have a separate enrolled
Windows Hello credential on the computer for an administrator account.

You can use additional identity certificates for signing and encryption, but they are not offered
for logon or unlocking.

Note: The additional identity certificates use the Windows Hello authenticated state. If the
user has not previously authenticated using Windows Hello during the current logon session,
there will be a single Windows Hello authentication request. You are recommended to use
this feature only when it aligns with your organization's own security policies.

For more information, see the Additional identities section in the Administration Guide.

3.2.2 Terms and conditions
You can configure a credential profile for Windows Hello that requires the user to accept
terms and conditions when the Windows Hello credential is issued or updated. With other
credential types (for example, smart cards) the cardholder must authenticate to their
credential with their PIN to sign the terms and conditions; with Windows Hello, the user does
not have to authenticate to Windows Hello again, as they are already authenticated to the
credential.

For more information on configuring terms and conditions, see the Issuance Settings section
in the Administration Guide.

Administration Guide.pdf
Administration Guide.pdf
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3.3 Setting up Windows Hello for logon
You can configure MyID to use Windows Hello as a logon mechanism. This means that you
can log on to the MyID system using your Windows Hello for Business credentials.

To set up Windows Hello logon:

1. From the Configuration category, select Security Settings.

2. On the Logon Mechanisms tab, set the following:

• Windows Hello Logon – set this option to Yes.

3. Click Save changes.

4. From the Configuration category, select Edit Roles.

5. Click Logon Methods.

6. For each role you want to be able to log on using their Windows Hello for Business
credentials, select the option in theWindows Hello column.

7. ClickOK.

8. Click Save Changes.
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4 Working with Windows Hello
MyID allows you to request, collect, erase, and update certificates on Windows Hello
credentials.

Important: To carry out any operation onWindows Hello credentials (for example, collecting
or erasing certificates) you must be logged on to Windows as the owner of the Windows Hello
credential you want to work with. Even if the physical PC contains Windows Hello credentials
for multiple Windows users, you can view and work only with your ownWindows Hello
credentials.

• Request certificates for a Windows Hello credential.

See section 4.1, Requesting a Windows Hello credential.

• Collect certificates onto a Windows Hello credential.

See section 4.2, Collecting a Windows Hello credential.

• Erase certificates from aWindows Hello credential.

See section 4.3, Erasing a Windows Hello credential.

• Canceling certificates remotely from aWindows Hello credential.

See section 4.4, Canceling a Windows Hello credential.

• Update certificates on aWindows Hello credential.

See section 4.5, Updating a Windows Hello credential.
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4.1 Requesting a Windows Hello credential
You can use the Request Device feature in the MyID Operator Client to request a Windows
Hello credential for someone, who can then use the Self-Service App to collect the
certificates onto their own PC.

Note: Do not attempt to use more than one MyID system to request certificates for the same
Windows Hello credential; you will be unable to log on to the original MyID system using
Windows Hello authentication if you collect certificates from a different MyID system onto
your Windows Hello credential.

Note: You can also use the Request Card workflow in MyID Desktop to request a Windows
Hello credential. See the Requesting a card section in theOperator's Guide for details.
To request a Windows Hello credential:

1. In the MyID Operator Client, search for a person, and view their details.

See the Searching for a person section in theMyID Operator Client guide for details of
using the search form.

You can also view a person's details from any form that contains a link to their account.

For example:

• Click the link icon on the Full Name field of the View Request form.

• Click the link icon on theOwner field of the View Device form.

2. Click the Request Device option in the button bar at the bottom of the screen.

You may have to click the ... option to see any additional available actions.
The Request Device Issuance screen appears:

Operator's Guide.pdf
MyID Operator Client.pdf
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3. From the Credential Profile drop-down list, select a credential profile that has been set
up for Windows Hello.

See section 3.2, Creating the Windows Hello credential profile for details.

4. Optionally, in the Label box, type a label for this request.
You can use the label to search for the request:

• In the Requests search form, select Label from the additional search criteria.

See the Searching for a request section in theMyID Operator Client guide.

• In the Job Management workflow in MyID Desktop, use the Batch Label box.
See the Searching for jobs section in the Administration Guide.

5. Optionally, set theMaximum Expiry Date.
This option is available only if the Set expiry date at request option (on the Issuance
Processes page of theOperation Settings workflow) is set to Yes.
See the Requesting a device for a person section in theMyID Operator Client guide for
details of device expiry dates.

6. Click Save to make the request.

MyID Operator Client.pdf
Administration Guide.pdf
MyID Operator Client.pdf
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4.2 Collecting a Windows Hello credential
Once aWindows Hello credential has been requested, you can collect it onto your PC using
the MyID Self-Service App.

To collect a Windows Hello credential:

1. Log on to the PC onto which you want to collect the Windows Hello credential.

2. Launch the MyID Self-Service App.

The Self-Service App checks your user account, and displays a list of the pending tasks;
for example, collection or update jobs.

3. Click the Collect Windows Hello Certificates task and follow the on-screen prompts.

If you do not already have aWindows Hello credential, the Windows Hello enrollment
procedure starts, allowing you to configure a PIN and fingerprint or facial biometrics as
authentication mechanisms.

If you already have aWindows Hello credential, and have not already authenticated to
Windows Hello, you must enter your PIN or provide your biometrics.

Note: The prompt to authenticate to Windows Hello appears in the taskbar rather than as
a pop-up over the Self-Service App window; click the flashing icon to authenticate.
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4.3 Erasing a Windows Hello credential
You can use the Erase Card workflow in MyID Desktop to remove the certificates from a
Windows Hello credential. Only certificates that were issued by MyID are affected.

Note: You do not need to authenticate to Windows Hello to remove the certificates; Windows
Hello does not require any authentication for this action. You do, however, need to be logged
on to Windows as the owner of the Windows Hello credential.

To erase certificates from aWindows Hello credential:

1. Log on to the PC as the owner of the Windows Hello credentials.

2. Launch MyID Desktop and log on to the MyID server.

3. From the Cards category, select Erase Card.

4. From the list of cards, select your Windows Hello credential.

5. Click Next, and complete the workflow.
See the Erasing a card section in theOperator's Guide for details.

When you click Erase, MyID removes any certificates from the card that were issued by the
current MyID system.

4.4 Canceling a Windows Hello credential
You can use the Erase Card workflow to remove the certificates from aWindows Hello
credential on the local PC; however, this is only possible if you can log on to Windows as the
owner of the Windows Hello credential.

If you cannot access the Windows Hello credential directly, you can use the Cancel Device
option in the MyID Operator Client to cancel the owner's access to MyID and revoke the
certificates that were issued to Windows Hello.

This does not remove the certificates from the PC, but revokes them on the certificate
authority so they are no longer valid. You can then use Microsoft tools to remove the
certificates from the Windows Hello credential; you can configure a group policy to remove
revoked certificates fromWindows Hello – see the Microsoft Windows Hello documentation
for details.

Note: You can also use the Cancel Credential workflow in MyID Desktop to cancel a
Windows Hello credential. See the Canceling a credential section in theOperator's Guide
for details.

To cancel a Windows Hello credential:

1. Search for a device, and view its details.

From the Device Type drop-down list on the search form, selectWindows Hello.
See the Searching for a person section in theMyID Operator Client guide for details of
using the search form.

You can also view a device from any form that contains a link to the device.

For example:

• Click the item in the list on the Devices tab of the View Person form.

• Click the link icon on the Device Serial Number field of the View Request form.

Operator's Guide.pdf
Operator's Guide.pdf
MyID Operator Client.pdf


Windows Hello for Business Page 17 of 23

2. Click Cancel Device option in the button bar at the bottom of the screen.

You may have to click the ... option to see any additional available actions.
The Cancel Device screen appears.

3. Select the Reason for the cancellation from the drop-down list.

This reason affects how MyID treats the certificates on the Windows Hello credential.

See the Certificate reasons section in theOperator's Guide for details of how each
reason affects the certificates.

4. Type any Notes on the cancellation.
You can provide further information on your reasons for canceling the Windows Hello
credential. This information is stored in the audit record.

5. Click Save.

4.5 Updating a Windows Hello credential
Once you have issued aWindows Hello credential, you can update the certificates if
necessary.

If you have set the certificates for automatic renewal, MyID creates a job to renew the
certificate when it comes within a specified number of days of expiry. You can collect the
renewed certificates using the Self-Service App – if there are any certificate renewal jobs for
your Windows Hello credential, they appear in the task list.

See the Certificate renewal section in the Administration Guide for details.
Alternatively, you can request an update for the certificates on the credential manually, or
even reprovision the entire Windows Hello credential. Reprovisioning removes any existing
certificates and writes a new set to the credential.

Operator's Guide.pdf
Administration Guide.pdf
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4.5.1 Requesting an update for a Windows Hello credential
An operator can request an update for another person's Windows Hello credential; the
credential owner can then use the Self-Service App to carry out the update.

To request an update for a Windows Hello credential:

1. From the Cards category, select Request Card Update.

2. Click Search.

3. Use the Find Person screen to search for the owner of the Windows Hello credential you
want to update.

4. If the person has more than one issued device, select their Windows Hello credential
from the list.

5. Select the type of update and the reason for the change from the options provided.

See the Requesting a card update section in theOperator's Guide for details of the
options and their effects.

6. Click Continue.
MyID creates a job to update the Windows Hello credential. Depending on the options
you selected, this may be a simple update or a full reprovision. Use the Self-Service App
to update the credential.

4.5.2 Reprovisioning a Windows Hello credential
An operator can reprovision a Windows Hello credential directly using MyID Desktop.

To reprovision a Windows Hello credential:

1. From the Cards category, select Reprovision Card.
You can also use the Reprovision My Card workflow, which restricts you to Windows
Hello credentials that were issued to the logged-on MyID operator account.

2. In the Select Card dialog, select the Windows Hello credential.

3. Select the reason for the change from the options provided.

See the Reprovisioning cards section in theOperator's Guide for details of the options.

4. Click Next.

5. Click Continue.
If you have not already authenticated to Windows Hello, you must enter your PIN or
provide your biometrics. MyID then removes the existing certificates from the Windows
Hello credential and writes new certificates.

Operator's Guide.pdf
Operator's Guide.pdf
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5 Troubleshooting
This section contains information about errors that may occur, and answers to questions that
are frequently asked.

5.1 Errors
MyID Desktop and the Self-Service App pass on any Windows errors that are produced by
Windows Hello; for example:

Error number 0x80070015 is a general Windows error that means the device was not ready;
you can check the following locations for more information on what may have caused the
error:

• The MyID audit log

• Windows Event Viewer

See your Microsoft documentation for details of these errors.
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The following additional errors may occur:

• 890599 – Failed to detect the Windows Hello reader.

Enrollment was reported as completing successfully, but MyID could not detect the
Windows Hello device.

Check the Windows event log. If you have a persistent issue, see theMyID Client
Components section in the Configuring Logging guide for information on how to enable
MyID client logging for the WHfB (Windows Hello for Business) component.

• 890600 – An unknown error occurred with Windows Hello for Business.

This error is unexpected.

Check the Windows event log. If you have a persistent issue, see theMyID Client
Components section in the Configuring Logging guide for information on how to enable
MyID client logging for the WHfB component.

• 890601 – Cannot perform this operation over a remote desktop connection.

Windows Hello for Business is not supported over RDP.

Make sure you are logged on directly to the PC you want to work with.

• 890493 – An unknown error has occurred.

This may be caused by an attempt to issue certificates that are not suitable for Windows
Hello. See section 2.4, Certificate policies.

• -9990003 – Certificate Issuance.

This may also be caused by an attempt to issue certificates that are not suitable for
Windows Hello. See section 2.4, Certificate policies.

5.2 Frequent questions
This section contains answers to some questions that frequently occur.

5.2.1 How do I test Windows Hello enrollment without MyID?
Once you have configured your Windows Hello for Business infrastructure according to the
instructions from Microsoft, to make sure that a user can carry out Windows Hello enrollment,
in Windows go to Settings > Accounts > Sign-in options and selectWindows Hello PIN.
This takes you through the Windows Hello enrollment process without using MyID.

5.2.2 Why can't I see the Windows Hello option in the credential profile?
TheWindows Hello option in the credential profile appears only when you have set the
Windows Hello for Business supported within MyID configuration option.

See section 3.1, Setting the Windows Hello configuration options for details.

5.2.3 I've collected my certificates; why can't I log on to MyID using Windows Hello?
You have to configure MyID to use Windows Hello as a logon mechanism. You must set the
Windows Hello option on the Logon Mechanisms tab of the Security Settings workflow,
and then use the Edit Roles workflow to configure one or more roles to use Windows Hello
as its logon mechanism.

See section 3.3, Setting up Windows Hello for logon for details.

Configuring Logging.pdf
Configuring Logging.pdf
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5.2.4 I've logged on to MyID using Windows Hello; why can't I see all my
workflows?
The workflows that appear when you have logged on using Windows Hello depend on which
roles you have selected that have Windows Hello as their logon mechanism; for example,
you may have the following roles, providing access to different workflows:

• Cardholder – Change My Security Phrases, Unlock My Security Phrases.

• Operator – View Person, Edit Person.

If only the Operator role has Windows Hello assigned as a logon mechanism, when you log in
to MyID using Windows Hello, you will only be able to see View Person and Edit Person. To
see all of your workflows, make sure that the Cardholder role also has Windows Hello
assigned as a logon mechanism.

5.2.5 How do I change or reset myWindows Hello PIN?
You cannot change or reset your Windows Hello PIN using MyID Desktop or the Self-Service
App. Instead, in Windows, go to Settings > Accounts > Sign-in options and select
Windows Hello PIN.

5.2.6 What happens if certificates that were issued by MyID are removed by other
systems?
This should not occur, but certificates may be revoked externally to MyID. If this happens, an
administrator can request an updated for your Windows Hello credentials using the Request
Card Update workflow and the reason "There is a problem with the device". This creates an
update that you can collect using the Self-Service App. Alternatively, the administrator can
use the Cancel Credential workflow to revoke the certificates, then repeat the issuance
process.

5.2.7 What happens to certificates issued by MyID when a destructive (or non-
destructive) PIN reset happens onWindows Hello?
If a destructive PIN reset or any other process that completely resets Windows Hello occurs,
you are recommended to cancel the previous credentials issued by MyID using the Cancel
Credential workflow and repeat the original issuance process. You cannot simply reprovision
the Windows Hello credential, as the serial number used by MyID to recognize Windows
Hello on the computer will have changed. If the removed certificates persist in the user
certificate store, you can refresh the certificate store using Microsoft tools such as
PowerShell. You can trigger PowerShell scripts when the Self-Service App completes an
activity - see the Triggered scripts section in the Administration Guide for details.
See the Microsoft documentation onWindows Hello for more information about destructive
and non-destructive PIN reset.

Administration Guide.pdf
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5.2.8 Why can't I see all the Windows Hello credentials on the computer in the
Erase Card workflow?
MyID cannot access Windows Hello containers on the computer that belong to user accounts
other than the current logged-on Windows user. If you need to remove certificates issued by
MyID and cannot access the required Windows user account, you are recommended to use
Cancel Credential workflow in MyID to revoke all certificates issued by MyID, then use
Microsoft tools to remove the certificates fromWindows Hello.

See section 4.4, Canceling a Windows Hello credential for details.

5.2.9 Why does the Self-Service App or MyID Desktop say the device is not
recognized?
A process external to MyID may have causedWindows Hello to be reset; for example, if a
destructive PIN reset has taken place. This causes the serial number, which is used by MyID
to identify the Windows Hello instance on the computer, to change. This is likely to have also
removed any certificates issued by MyID. You are recommended to cancel then reissue the
previous credentials.

5.2.10 What should I do if my computer DNS has changed?
During collection of the certificates, MyID records the computer DNS and stores this
information within the MyID database. This forms part of the audit record, and also is used to
check for updates to the certificates on the computer, as the user may have credentials on
other computers as well.

If the DNS of the computer changes, identification of any pending updates fails and no
notification is received by the user. In this case, you must cancel and reissue the credentials
on the computer. If you require further assistance when this occurs, contact Intercede quoting
SUP-330.
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5.3 Interoperability
During development and testing of this feature, some behaviors of Windows Hello were
observed which may affect your experience with this solution. These issues are not always
reproducible and have been seen when using Windows Hello without MyID software
installed. Also, they may be specific to certain computers, environmental configurations, or
the build of Windows in use. This is not a comprehensive list, and you are recommended to
use Microsoft online resources for further troubleshooting guidance on these issues. Further
information about these issues is also available on the Intercede customer portal.

• Unable to enroll Windows Hello for Business when logged on to the computer with a
Microsoft Virtual Smart Card (VSC) or physical smart card

During enrollment of Windows Hello, it was not possible to set the PIN. An error was
displayed in the Windows Hello enrollment user interface. This issue has been observed
when attempting to upgrade from a VSC to Windows Hello. This may affect customers
who are using MyID to trigger Windows Hello enrollment in this scenario. The issue also
occurred when triggering enrollment of the PIN from the Windows control panel.

• Windows Credential UI graphical issues during enrollment

When authentication factors are enrolled for Windows Hello, the credential UI displayed
by Windows has occasionally seen to be malformed. For example, control buttons may
be partially hidden by Windows task bar during fingerprint enrollment, or missing buttons
on the form. These have been observed when there is no MyID software installed as well
as when enrollment is triggered by MyID.
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